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User Signh On Screen

Welcome to the Loose Media Kiosk!
Version 1.1.5




Type in Case Information

3/4/2010

Update User Info



Update User Information




When prompted by this screen, insert the
evidentiary digital media that is to be previewed.

Please Select an Input Drive:

GS Drive (G:\)




Select the category of file that is to be previewed

Select All Files Deselect All Files Select All Files Deselect All Files
For Preview For Preview For Output For Output
Select for Select for File Name File Type File Size File Path
Preview Output

picares | |¥ | | | VMware-workstation-6.5.2-156735.exe exe 485009416 F:\SofwareForl z
485
(485) | v setup.exe exe 305911565 F:\SofwareForl 1,
Videos =
\ v setup.exe exe :\SofwareFor
(7) 4 4 305911064 F:\SofwareForl
A(';g')o dotnetfx35.exe exe 242743296 F:\SofwareForl ——
\
Text Docs v Nero-8.3.13.0_all_update.exe exe 235583248 F:\SofwareForl A
(469) | Slein
Registry Analyzer.exe exe 99841739 F:\ACES\Regist
Data gistry Y \ \Reg v
(193) v BlackBerry_Desktop_Software_v4.0_S| exe 95223296 F:\BlackBerry_| ineoown
Web i ]
(89) Internet & Email Analysis.exe exe 87124565 F:\ACES\Intern v
Compressed Faronics_DFE.zip zip 86783103 F:\Faronics_DF
(46) {
Exccutables Blend_Trial_en.exe exe 74634592 F:\Blend_Trial_ =
{86d) QuickTimelnstaller.exe exe 32494896 F:\SofwareForl
System
(89) _ nvidia_R136463.EXE EXE 27669296 F:\dell 740 driv
data2.cab cab 27393067
AdbeRdr930_en_US.exe 27386256
bbdump.ncb 21400576
bbdump.ncb 21310464

Extracted Files Output Report

(0)




File preview screen
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File preview screen for video

Nero ShowTime




ININDOWS EXECUTABLE
32bit for Windows 95 and Windows NT

Technical File Information:

Image File Header

Signature: 00004550
Machine:  Intel 386
Number of Sections: 0004
Time Date Stamp: 42300383
Symbols Pointer: 00000000
Number of Symbols: 00000000
Size of Optional Header (000
Characteristics:  Relocation info stripped from file.
File is executable (i.e. no unresolved extemal references).
Line numbers stripped from file.
Local symbaols stripped from file.
32 bit word machine.

Image Optional Header

Magic:  010b
Linker Version:  6.00
Size of Code:  0008a000
Size of Inttialized Data: 00070600
Size of Uninttiatized Data: 00000000
Address of Entry Point: 00062832
Base of Code: 00001000
Base of Data:  0008b000
Image Base: 00400000
Section Alignment: 00001000
Fite Alignment: 00000200
Operating System Version:  4.00
Image Version: 0.00
Subsystem Version: 5.00
Reservedf: 00000000
Size of image: 00101000
Size of Headers: 00000400
Checksum: 00000000
Subsystern:  Image runs in the Windows GUI subsystem.
DLL Characteristics: 32768
Size of Stack Reserve: 00100000
Size of Stack Cormrait: 00001000
Size of Heap Reserve: 00100000
Size of Heap Corninit: 00001000
Loader Flags: 00000000
Size of Data Directory: 00000010
Import Directory Virtual Address: 00091290
Iraport Directory Size:  000000dc
Resource Directony
Virtual Address:  000b3000
Resource Directory Size:  0004dcf0




Recovering Deleted Data

« The LMK allows users to recover many deleted file types

* To recover deleted data, select the Recover Deleted Data button
from the bottom of the screen :




Recovering Deleted Data

« The following box will be displayed showing the recovery progress
(Note: The time is displayed as (Days:Hours:Minutes)

W o
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SteelVeins.mp3 11/14/2007 3:03:12 A"
Mo m&wl&m‘xﬂ Mb.,mﬂ'm 8 AM
rar, wav, zip
CPl I R Bedve. } AM
Cell 0 PM
|
Lumi| )6 PM
- 22.50 /122.25 MB (4.50 MB/sec)
Gett| 0:00:00 left 6:04 PM
Appl | PM
| Cancel
F 44 AM
Minimize
Setup " 57972011 11:55:!!»6 PM
Carlene%20CarterLive.jpg 5/6/2011 4:07:34 PM



Recovering Deleted Data

Upon completion, the following box will be displayed.




Recovering Deleted Data

« Recovered data can be found by selecting the Recovered tab on the
left or at the bottom of the file list screen

« Currently file names can not be recovered

| Frhed-1.7.1-Setup.exe
Setup UM183.zip
Carlene%20CarterLive.jpg

RodneyCrowell.jpg
Backup 2011 06 03 (001).clog

N
Extracted Files
(0)

Output Selected
(0)

EREEE
]

Backup 2011 06 03 (0C




Progress Bar

« A progress bar is displayed at the bottom of the File List screen

- A yellow line to show the size of the files selected for output
- Ared line to show the size of the output media

Mtput Selected 00002046.jpg 7/6/2011 2:21:12 PM
(0)




Selecting a New Input

There are two places in which to choose to view a different evidentiary input without
having to reboot the kiosk



Selecting a New Input

The lower right corner of the File List screen

6/10/2011 9:38:46 AM
6/10/2011 9:38:46 AM
7/6/2011 2:21:12 PM
7/6/2011 2:21:12 PM

7/6/2011 2:21:12 PM

css
Js
doc

P9

Select New Input




Selecting a New Input

After selecting the new input, select the OK button when prompted




Selecting a New Input
A new input can be chosen from the File Output screen as well

NOTE: Each piece of media examined requires a separate report

If a piece of media is examined and a report is needed, ensure that a report is output
before examining a new piece of media



Select report format and CD or DVD output

Format| |[_] 81 302 Reprt Format




Output Source:

Additional Text to appear in the Report:

Preparing selected files for output...

(NNNRRRRRRRRRRRRR AR

| ommeowow | | aoe



Selected output files will be contained in a single
uncompressed Zip file

© LMK _Output [D:) M=
File  Edit ‘iew Fawaorites Tools  Help ?1.
.‘_) Back '\;) Iﬁ ‘}_ﬁ\‘ Search ljr_: Folders v @ Folder Sync

Address @ o, v| 30

Mame Size Twpe Drate Modified

Files Currently on the CD
File and Folder Tasks

@LMK_Output_ZDI 1-01-19 1839127 106,756 KB WinZip Fil= 1/19/2011 6:39 PM
&8 Publish this Folder to the .
Wah E:I LMK _Output 2011-01-19 1839122 _zipHash 1 KB TextDocument 1/19/2011 6:39 PM

ied Share this Folder

Other Places

i My Computer

[} My Documents
[ Shared Documents
!_'_.i My Metwork Places

Details

lv




File format contained within the zip file

Mamme Size  Twpe Date Modified
iUME_Report_2011-01-19 183,,, | SSKE  Adobe Acrobat Doc...  1/19/2011 6:39 PM
) Audio (36 File Folder 1/19/2011 £:55 PM
() Compressed (3) File Folder 1/19/2011 6:55 PM
“)Data (o) File Folder 1/19/2011 £:39 PM
[_)Executables (100) File Folder 1/19/2011 6:55 PM
) Misc (14) File Folder 1/19/2011 £:55 PM
[_JPictures {34) File Folder 1/19/2011 6:55 PM
() Svskem (D) File Folder 111902011 639 PM
T Text (8) File Folder 1/19/2011 £:55 PM
(JUnknown (13 File Folder 1/19/2011 6:55 PM
() videos (0} File Folder 111902011 639 PM

CT)Web (00 File Falder 1/19/2011 6:39 PM



Files that are copied to CD are documented in a report along
with their hash value and file path

FD-302 (Rev.10-6-83)

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 11592011

Kiosk Name: Kiosk1

Kiosk 1D: fr27331b-56d5-42cc-bafS-4080fa54a6as
Kiosk Location: Location1

Examiner Mame: Bruce Kindley

User Name: bkindley

Field Office and Squad: HQ - Headquarters CART

Case Type: Homicide

Case Number: 269-HQ-00000

Exhibit Mumber: Two

Other Case Information:

Identifier_File Name Md5 Hash Category File Path

1_ignore_my_docs d41d8cdO8f00b20429500098ecfa427e Misc \ignore_my_docs

2 _regapp.exe 135a500a1afd52919083714dc2d4d822 Executables |regapp.exe

3 CE_DLL dil b8eb0623d32605935d69d78dT0TE252a Executables |\WCE_DLL.dil

4 Prince_of Persia_Sands_of Ti d0cOfb03cad3fdaS0e507dB03c21b9e Pictures \Prince_of_Persia_Sands_of_Time[1].jpg
me[1].jpg

5_Men_In_Black_3_Movie[2] jpg Baec09e596775db3eSecd 1a321b5418b Pictures Wen_In_Black_3_Movie[2].jpg
6_bkg_reskin[1]ipg 17fe538383587e0b53ac299d1979cohe Pictures \bg_reskin[1]jpg




FD-302 (Rev.10-6-95)

Identifier_File Name Md5 Hash Category File Path
176_HostControl.pm e78d2f9e6B6bTB4bb2elecalad 771156 Misc \Treo_650_Simulator_GSM_Cingular-Consumer_MR3_EMN_Rel_B
uild 350\ TestAutomation\Ped\HostControl.pm

179_00029088.dIl 2105f7T46e58ed1cae3 1dc00efe530aTf Executables |*Recovered*
180_00000064.exe 5d653a5ch0942ee9f0195108L53bbic Executables  |*Recovered*
181_00001632.exe 9dced4243f5bTh25389d64 16f83622 Executables  |*Recovered*
182_D0000416 jpg f1428e292batf2daf20eaf16b12ec6bl Pictures *Recovered™”
183_00000544.jpg DaBfffEodat745dad61e0bad20d3bEee Pictures *Recoverad®
184_DO0D00GT2 jpg 5de55c1557%a%0ae56abdack 13b48c36 Pictures *Recovered®
185_00000800.jpg 01b5fE81b71090c4bf243a4 Fed clochl Pictures *Recovered*
186_D0000928. jpa Tbhe1733712891ef8f6bSfecce3ar2c09 Pictures *Recovered®
187_00001024 jpg cd038b21cab2afc2ab8119d8cI9fB64f Pictures *Recovered*
188_00042144 jpa bOcE83McdfdS2a1aaT 5efS8T 84 2bddb Pictures *Recoverad®
189_D0042784 jpg 87096e0cb82ee42984 217eb b2 3f8def Pictures *Recovered®
190_D0043520.jpg dd535f4fe3db3fd1b7dT4 2cd23010772 Pictures *Recovered®
191_D0043968 jpg 1beSb T f2e50bThe12c792ee4 38da45 Pictures *Recovered®
192_00044128.jpg e5810dc95895eb5bB0c163138970ec33 Pictures *Recoverad®
193_D0004037.png eaB9G6c602ear Ic60056ce2T3adaiblal Pictures *Recovered*
194_00001664.zip 10df74ccfBab27cd052fe3602282303e Compressed  |*Recovered*
195_00031296.zip 939917421c2298c9a491c220fdcbed23 Compressed |*Recovered*
196_D0047136.zip ac3a532c51fd55a64cTicBBc06cET64b Compressed |*Recovered*




